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Potential Information Technology Security Vulnerabilities

What would it cost the Department of Health and Human Services (HHS) in terms of life, dollars, and public opinion if the following happened?

· The Melissa virus is released and attacks every OPDIV.  IT staffs work for days to eliminate the virus and restore operations to normal levels.  Thousands of hours of are lost responding to the virus attack.

· A bioterroism attack on the Metro disrupts transportation within the Washington, D.C. metropolitan area.  The HHS buildings in the southwest complex, Parklawn, and NIH are not accessible.  A disaster recovery site is not available.

· An employee is running an Internet business on HHS systems during normal working hours.  The news media broadcasts the story.

· Hackers penetrate the OS Server and release strategic health care data to the public before sensitive negotiations among OMB, Congress, and State Governors.

· Hackers penetrate the OS ASMB servers and change the budget, finance, and performance measurement data without the Office of Information Resource Management (OIRM) detecting the penetration or data corruption.  These corrupted data are released to OMB, GAO, and Congress where they are detected.  This incident precipitates investigations and congressional hearings.  Staff is preoccupied with responding to the investigations, and other work is postponed.  The Office of Finance does not receive a clean opinion.

· Hackers penetrate the ACF payment systems and divert funds, which can not be traced.  States may not receive the appropriate funding, or HHS may need to request emergency funding from the U.S. Treasury.  Finance can not receive a clean opinion.

· Hackers penetrate the ACF Child Welfare system and corrupt the database.  Unauthorized recipients receive payments; legitimate recipients do not receive payments or receive incorrect amounts.  Hence, the children can not be properly housed, fed, or clothed.

· Hackers deny access to CDC systems.  CDC is unable to rapidly disseminate outbreak alerts and updates, leading to illness and death.

· Hackers penetrate CDC systems and post false reports on the CDC Web Site.  A hospital sees the posting and implements a false recommendation, which leads to illness or death.
· Hackers penetrate the HCFA systems and add false claims into the systems.  Millions of dollars are paid for fictitious claims.

· Hackers penetrate HRSA systems and disrupt the tracking of donor organs.  Organs arrive at the wrong sites, can not be used, and deteriorate, or blood type matching is corrupted.  Organ transplant patients lose their chance to receive an organ.  Potential transplant patients die.

· Hackers penetrate NIH animal research facilities security systems.  Animal rights activists enter the building and release the animals.  Years of research are lost.

· Hackers deny access to NIH’s MedLine.  Physicians researching medical situations can not access the data.  The physician is unable to assist his or her patient who suffers from a rare medical condition.

· Hackers penetrate the PSC Wide Area Network, disrupting communications.  Messages could be lost.  

· Hackers penetrate SAMHSA servers and modify grant evaluations.  Funds are awarded and distributed to an unqualified Grantee.

Appendix A, “Defaced Federal Web Sites from October 20, 1999-December 4, 1999,” identifies published intrusions and vulnerabilities similar to the scenarios listed above.  As recent as the week of February 7, 2000, major Internet companies were targeted by a consortium of computer hackers to deny users access to their services.  This was accomplished by flooding the site with continuous requests, which tie up all the available lines.  It is equivalent to the “fast-busy” signal or “all lines are busy” message you may receive from your local telephone on high volume days (e.g., Mother’s Day, Thanksgiving Day, Christmas).  The denial of access attacks were as follows:

	February 7, 2000
	Yahoo.Com was unavailable 3 hours for providing internet service to clients

	February 8, 2000
	Amazon.Com was unavailable for purchasing merchandise

	
	Buy.Com was unavailable for purchasing merchandise

	
	CNN.Com was unavailable for access news

	
	eBay.Com was unavailable for purchasing merchandise

	February 9, 2000
	Etrade.Com was unavailable for trading investment securities

	
	ZDNet.Com was unavailable for providing internet service to clients

	February 10, 2000
	Excite.Com was unavailable for providing internet service to clients


The denial of access caused loss of revenue for the companies, loss of integrity for the companies, and loss of revenue for its clients.
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1 Addressing Critical INFRASTRUCTURE Protection VulnerABILITIES

Vulnerabilities exist throughout the infrastructure of any organization. Vulnerabilities and threats can occur from within the organization or from external sources.  Employees who access data and transmit it externally (e.g., e-mail, fax, or telephone) often accidentally commit privacy violations.  Some employees have sabotaged data and systems, while others have disrupted and damaged the work environment.  External threats explore a variety of vulnerabilities.  External entities probe the organization networks and systems daily looking for entry points.  Once entry is found, privacy violation, theft, espionage, and terrorism is easily accomplished.  Through these entry points or through e-mail, viruses can be attached that attack the recipient’s computers.  Virus attacks range from minor annoyances to complete corruption of a system.  Web-accessed pages and downloaded files can contain active agents that search and copy data from systems or disrupt their operation.  External sources can also deny legitimate users access.  On February 8, 2000 over 50 intruders coordinated their activities and sent continuous requests across the Internet to Yahoo, Inc.’s systems.  (Yahoo, Inc. is one of the world’s largest and most frequently accessed Web sites.)  This flood of requests prevented anyone else from accessing the site for over three hours.

Each layer of the infrastructure must be protected from vulnerabilities.  Figure 1.1, “Vulnerabilities,” illustrates the layers of the infrastructure that must be protected from internal and external vulnerabilities.  At the core of any computer system is the operating system.  The operating system is the software that controls the hardware and other software applications that reside within the domain of the system.  Databases typically contain the critical business data.  File systems and directories also may contain business critical data.  Applications access the data bases and files to perform business processes and procedures.  Users access the applications to sort and retrieve information that is necessary to perform their job.  

The user typically works within a facility that is physically secured (e.g., guards, gates, and surveillance systems).  Employees communicate in the office environment through a local area network (LAN) that transports information.  The LAN typically extends to the virtual border of the facility (the office complex).  To communicate externally, the LAN transfers the data across a wide area network (WAN).  WAN configurations vary.  Some companies use their own dedicated network.  Others use telecommunications and Internet service providers (ISPs) to establish virtual private networks (VPNs).  Firewalls are often used between the LAN and the WAN.  A firewall is a device that limits who can send and receive data.  Data can be transmitted and received domestically or internationally.  Likewise, foreign intruders can attack either the organization or national data traffic from within the United States or from any location throughout the world.
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Figure 1.1.  Vulnerabilities

At HHS, each OPDIV manages and monitors its own security vulnerabilities.  High level information is provided to HHS Chief Information Officer, but detailed analysis and sharing of information is not usually performed.  During the Y2K Day One monitoring, the Deputy Assistant Secretary for Information Resources Management (DASIRM) requested that the OPDIVs share information regarding the details of potential intrusions.  It was found that a single external source was probing multiple HHS sites.  Hence, an individual incident at each affected OPDIV was not an isolated case.  Since no integrated enterprise monitoring is in place at HHS, each OPDIV is required to independently manage and monitor for potential intrusions, virus attacks, denial of access, and internal security violations.  Figure 1.2, “Independent OPDIV Vulnerabilities,” illustrates that the absence of integrated enterprise monitoring leaves HHS vulnerable.
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Figure 1.2.  Independent OPDIV Vulnerabilities

To significantly curtail the opportunity for such situations and vulnerabilities to occur, a framework of management policies and technical monitoring must be implemented.  Enterprise infrastructure management (EIM) is an operational information technology (IT) management framework that will protect the HHS national IT operating infrastructure by restructuring management practices, procedures, and functional boundaries.  EIM will provide automated tools to reduce user and systems administrator workload.  EIM will provide Department level monitoring with consistent independent OPDIV level management.  EIM will provide executive management with integrated business and IT decision support information.  A secured set of integrated functions will monitor and manage the information system (IS) operations infrastructure used consistently throughout all HHS sites.  Through event management and enterprise console monitoring, individual and multiple target internal and external attacks will be captured and addressed in real time across the enterprise.  

By adopting an enterprise security framework, intrusion attempts can be known throughout the Department and immediately acted upon for all instances of the vulnerability.  Instead of defending each vulnerability separately, the sites are simultaneously shielded through standard detection.  See Figure 1.3., “EIM Framework Vulnerability Monitoring.”
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Figure 1.3: EIM Framework Vulnerability Monitoring
EIM will also provide improved enterprise operations and help desk support; Tier 1 (mainframes), Tier 2 (midrange servers), and Tier 3 (workstations) software distribution; network management; security; privacy; inventory asset management; and configuration management.  EIM will link Service Level Agreements (SLAs), Standard Operating Procedures (SOPs), and maintenance agreements to the infrastructure components, contractor management, and standard product procurement.

Figure 1.4, “What EIM Is,” illustrates the components of EIM.  At the top of the pyramid is the integrated monitor that provides the overall enterprise monitoring.  The integrated monitor can be limited to “see” only its own OPDIV sites.  Below the integrated monitor are the specific functions that each OPDIV manages to support their mission critical business functions.  Each OPDIV continues to manage their own resources, but in a consistent manner across all OPDIVs.  Information can be shared, and code can be reused across OPDIVs --- significantly reducing operations costs.  Analogous to EIM is the way General Motors (GM) used to build cars.  GM met its customers needs by tailoring its car companies (i.e., GMC, Chevrolet, Pontiac, Buick, Oldsmobile, and Cadillac) to specific audiences.  Within each company was a line of cars (Nova, Bel Air, Impala, Camaro and Corvette).  However, all GM car companies used a body by Fisher that housed all of the functions and features of the car.  (This only changed as a result of GM partnering with foreign automotive companies.)  Likewise, EIM is the framework that supports each of the business functions and programs for each OPDIV.
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Figure 1.4: What EIM Is

EIM will provide the foundation for IS to meet the business customers’ needs for more reliable network and systems availability, improved configuration management and software distribution, and flexibility in supporting changing business needs while providing state of the art security and privacy.  EIM will also provide the foundation for monitoring and managing communication with the world outside HHS.  Through the Internet, U.S. citizens will be able to access non-secured information based on the topics of interest.  This information is extracted from the appropriate OPDIV program data sources.  The information can be obtained from the OPDIV business program office or from a virtual location that shields the citizen from the HHS organizational structure.  Internal to HHS, each OPDIV can access their business systems and cross-functional systems.  Below the system, EIM will provide the necessary security, privacy, and monitoring.  See Figure 1.5, “EIM is the Foundation for IS Services.”

In another analogy, EIM may be compared to a house.  When building a house you must identify the parameter of the site and protect against external threats such as weather, frost, flooding, and pests.  You also need to know the vertical and horizontal dimensions of the house.  The critical component to protecting the stability of the house is a good foundation.  Without it, the house can collapse or may not be able to be expanded or modified in the future.  You embed a cinder block (or concrete) wall below the freeze line to ensure no further cracks, leaks, or unplanned shifting in the foundation.  On top of the cinder block foundation, you build the framework that will house the rest of the infrastructure (plumbing and wiring).  The roof is placed on the top of the house to oversee and protect the contents of the house from exterior influences.  Each room and floor is added to serve a specific function.  The rooms are then decorated and furniture added.  

EIM is the cinder block foundation, framework, and roof that stabilizes the structure and protects it from external threats.  The telecommunications network is the plumbing conduit and wiring that feeds the rooms.  Each floor is an OPDIV, and each room is a business program.  The decorations and furniture are the policies and procedures.  The basement contains the utility room where the entire infrastructure is monitored and performance data (water, electricity, and gas usage) are collected.

EIM is a utility.  Just as you expect electricity to be available at any electrical socket and water to available at any faucet, EIM is the framework for critical infrastructure protection.
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Figure 1.5: EIM is the Foundation for IS Services

2 Executive and Congressional Mandates for Enterprise INFRASTRUCTURE Management (EIM)

Five important Executive and Congressional mandates have influenced each department’s strategic plan, policies, procedures, and budget regarding the investment, operation, and maintenance of its information technology:

· Y2K Remediation

· Presidential Decision Directive 63 (PDD 63)

· The Government Performance and Results Act (GPRA) of 1993 

· The Clinger-Cohen Act, formerly known as the Information Technology Management Reform Act of 1996

· Health Insurance Portability and Accountability Act (HIPAA) of 1996

2.1 Y2K Remediation

Y2K remediation was completed by December 1999.  Y2K Program completion will occur by the end of fiscal year (FY) 2000.

Y2K required each government agency to remediate its computer systems and software for the Year 2000 date rollover and Year 2000 leap year day rollover.  It also required testing and business continuity and contingency planning to be conducted.  During the rollover date, the agencies were required to monitor for cyber security intrusions.  

In order to remediate devices, test them, and assess the risks, the first step was to identify what assets the agencies were using.  Each agency conducted a complete inventory of their assets using techniques ranging from manual wall-to-wall inventory to automated network and system discovery tools.  Although these methods were good for identifying the initial set of devices, they proved only a snapshot of the environment during the period in which the data were collected.  Due to time constraints, HHS implemented manual processes to capture and maintain the inventory.  Automated configuration management is needed to keep the inventory accurate.  As HHS approaches the leap year day rollover date and completes the terminal phase of Y2K remediation, it is essential to verify that all new and existing equipment and software have been inventoried.  Otherwise, there is a chance that some devices may “fall through the cracks” and experience Y2K failures long after the initial rollover has occurred.

HHS has noticed an increase in the number of external probes and attempted intrusions into the Department’s networks and systems.  HHS has manually monitored network tools at each OPDIV and StaffDIV to detect the intrusions; however, there has been little communication between the OPDIVs and few details of events have been collaborated.  Although communications met the Information Coordination Center (ICC) and National Infrastructure Protection Center (NIPC) requirements, it did not provide a real-time and preventive capability to track multiple cyber attacks.  In one incident, through a conversation between two OPDIV security officers, it was discovered that one external source was probing multiple HHS OPDIVs.

2.2 Presidential Decision Directive 63 (PDD 63)

Presidential Decision Directive 63 (PDD 63), “Critical infrastructure Protection,” requires each agency to implement the necessary enterprise infrastructure framework by FY 2003.  From Y2K activities, the Department learned that it can not wait until the year before the deadline to become engaged.  Therefore, HHS is initiating the plan and implementation of PDD 63 beginning February 2000.

In May 1998, President Clinton issued PDD 63.  PDD 63 recognizes that addressing computer-based risks to the nation's critical infrastructures requires an approach that involves coordination and cooperation across federal agencies and among public and private‑sector entities and other nations.  Likewise, it also requires coordination and cooperation across HHS OPDIVs and StaffDIVs.

Key features of PDD 63 require all Federal agencies to do the following:

· Perform a vulnerability Analysis,

· Develop a vulnerability remedial plan,

· Monitor and warn of infrastructure attacks,

· Respond to infrastructure attacks,

· Educate and make people aware of computer security,

· Adequately fund infrastructure research,

· Coordinate with Intelligence agencies, and 

· Work with the Executive (e.g., OMB) and Legislative branches to secure appropriate funds.

On October 6, 1999, Jack Brock, Director of Government-wide and Defense Information Systems for the General Accounting Office (GAO) testified before the Subcommittee on Technology, Terrorism and Government Information regarding fundamental critical infrastructure protection improvements needed to assure security of federal operations.  In his testimony, he stated “…Agencies have not implemented a management framework for overseeing information security on an agency wide and ongoing basis.  Instead, there is a tendency to react to individual audit findings as they are reported…”
On Jan. 7, 2000, President Clinton released the National Plan for Information Systems Protection that is the first major element of a more comprehensive Plan for Cyber Defense.  This public/private sector activity was mandated by PDD 63 and has the following three main objectives:

· Prepare and prevent: Take those steps necessary to minimize the possibility of a significant and successful attack (both physical and cyber) on our critical infrastructure networks, and build an infrastructure that remains effective in the face of such attacks.

· Detect and respond: Take those actions required to identify and assess an attack in a timely way, contain the attack, quickly recover from it, and reconstitute affected systems.

· Build strong foundations: Do the things we must do as a Nation to create and nourish the people, organizations, laws, and traditions that will make us better able to “Prepare and Prevent” and “Detect and Respond” to attacks on our critical infrastructure networks.

Departmental issues include identifying critical infrastructure assets and shared interdependencies and addressing vulnerabilities, including leading awareness partnership outreach to the public/private sector for public health and personal health services.

A systems approach to plan, execute, and institutionalize the Department's critical infrastructure program is being formulated using an enterprise-wide infrastructure management concept.  Several key resolution items include authentication of electronic messages, encryption of information, privacy of data, and security of systems and buildings.

2.3 The Government Performance and Results Act (GPRA) of 1993 

GPRA already requires all Government agencies to report their annual performance measures.  Many agencies are still attempting to collect their initial set of measures.

Key features of the GPRA law require all Federal agencies to:

· Develop strategic plans;

· Develop annual performance plans indicating specific performance goals linked to the budget;

· Submit annual performance reports, comparing actual performance to stated performance goals; and

· Provide managers greater flexibility but more accountability for program performance.

Manual performance measurement collection is very time consuming, tedious, and sometime erroneous.  In order to collect the performance measures in an automated fashion, an enterprise framework is needed.  The enterprise framework provides the hierarchical structure in which the inventoried systems run program scripts to collect and report the planned performance measures.  These measures are then used to validate the need for new and on-going IT investments.

2.4 The Clinger-Cohen Act of 1996

In the FY2001 OMB Passback, OMB mandated that HHS implement and have operational by May 2000 the architecture and investment review process.  The Clinger-Cohen Act also stipulates that the architecture and investment review process be in place NOW.

Clinger-Cohen focuses on capital planning and performance-based measurement, mandating Federal agencies to perform the following:

· Plan and manage operations strategically,

· Improve service to customers,

· Manage with greater accountability for results, and

· Reduce costs and gain a higher return on Information Systems (IS) investment.

Specifically the Clinger-Cohen Act states the following:

· CCA 5122 - Agency heads are to design and implement a process for maximizing the value and assessing and managing the risks of their IT acquisitions; the process (among other things) is to provide for the selection of investments using minimum criteria on whether to undertake an investment (including quantitatively expressed projected net, risk-adjusted return on investment and specific quantitative and qualitative criteria for comparing and prioritizing alternative information systems projects) and to provide a means for senior management to obtain timely information regarding progress (at established milestones) in terms of cost, capability of the system to meet requirements, timeliness, and quality.   

· CCA 5125(b)(1) - The agency CIO is responsible for providing advice and other assistance to agency heads and other senior managers to ensure that IT is acquired and information resources are managed for the agency in a manner that implements the policies and procedures of this act, consistent with the Paperwork Reduction Act, and the priorities of the agency head. 

· CCA 5125(b)(2) - The agency CIO is responsible for developing, maintaining, and facilitating the implementation of a sound and integrated IT architecture for the agency; the architecture is an integrated framework for evolving or maintaining existing IT and acquiring new IT to achieve the agency's strategic goals and IRM goals.  

2.5 The Heath Insurance Portability and Accountability Act of 1996 (HIPAA)

The Administrative Simplification provisions of the Health Insurance Portability and Accountability Act (HIPAA) are intended to reduce the costs and administrative burdens of health care by making possible the standardized, electronic transmission of many administrative and financial transactions that are currently carried out manually on paper.  Sec. 1173, “Standards to Enable Electronic Exchange,” requires the following:

· The Secretary to adopt security standards that take into account 

· The technical capabilities of record systems used to maintain health information,

· The costs of security measures,

· The need for training persons who have access to health information, 

· The value of audit trails in computerized record systems… 

· Each person who maintains or transmits health information shall maintain reasonable and appropriate administrative, and technical safeguards to

· Ensure the integrity and confidentiality of the information, 

· Protect against any reasonably anticipated threats or hazards to the security or integrity of the information, and 

· Protect against unauthorized uses or disclosures of information.

The Law states that the Secretary shall carry out section 1173 no later than 18 months after the date of enactment, except that standards relating to claims attachments shall be adopted no later than 30 months after such date.  HHS published a proposed rule, “Security and Electronic Signature Standards” (CFR, Part 142), on August 12, 1998.  HHS also published a proposed rule “Standards for Privacy of Individually Identifiable Health Information” (CFR, Parts 160-164) on Nov. 3, 1999, with the comment period closing on February 17, 2000.  

Development of this Strategic Plan and its visions and strategies for EIM satisfy Federal mandates for development of strategic and performance plans, improvement of service to customers, and higher returns on IS investment.  

3 Benefits

Business missions and IT operations management will continue in a decentralized manner.  Each OPDIV will manage their environment independently but with standard operating procedures, standard architecture, and recommended enterprise products.  The Department will be able to monitor the operations real-time for security and decision support information.  Enterprise infrastructure management is required to protect the Department’s critical infrastructure while providing independent OPDIV management with Department level monitoring.  This approach will benefit each OPDIV as well as and the Department in the following ways:  

· Administrative manual burden is reduced. 

· The Department will gain enterprise monitoring while the OPDIVs will improve IT operations management.  

· Standard operating procedures will provide rapid response to security and privacy threats.  

· A standard IT architecture, protocols, and products will allow the IT community and the Office of the Inspector General to share information and collaborate on cross-divisional attacks.  

· Higher availability and improved performance will allow employees to be more productive (both business and IS staffs).

· Near real-time critical decision support, information (i.e., critical performance metrics) will be available to executives and managers.

· Cost saving and cost avoidance is gained.

· Significant cost saving and avoidance will occur through enterprise licenses, standard SOPs, and standard training.  

· Reduction of HHS’ IT Total Cost of Ownership (TCO) will occur.

· The funding saved can then be reapplied to other mission critical systems, programs, or training.  

· Through standard training and leading edge technology, the IT staff will have improved career opportunities within the OPDIV, HHS, and other government agencies.  As they retire and are re-employed with private sector contractors, we may, in turn, use them to support our business missions.

· Shadow staffing returns to frontline work and IS absorbs duties without additional staffing.

· Automated tools for managing security and user account management reduce vulnerabilities.

· Systems and networks are more reliable.

· Only those individuals with proper authentication gain access to the systems and networks.

· Information is secured through encryption and privacy event management.

· Better real-time inventory information is available at a fraction of the cost compared to today.

· Auto-discovery frees up manual resources.

Auto-discovery and inventory exception reconciliation allows focus on reconciliation rather than time spent performing than manual inventory support.

· Systems are continuously monitored for intrusions and defects.

· Inventory and asset tracking are more accurate and up to date.

· Applications are delivered faster and more cost efficient, with tighter version control.

· EIM monitors and corrects for viruses and hacked files.

· Fast and effective enterprise software configuration, license, and inventory management is provided.

· User impact is minimized.

· Network, system, hardware problems are prevented before they occur.

· Networks and systems will be continually monitored and potential problems are spotted before they result in failures, slow response times, and unstable data. 

Needed performance indicators are provided.

Thresholds are highlighted.

Useful notifications to users are distributed.

Trouble tickets are automatically dispatched.

· User and help desk specialists resolve problems faster.

· Help desk specialists have system status and user assets immediately available to review.

· Automatic actions and alerts prevent failures from occurring.

· Automatic notification to the users is available.

· Help Desk managers can identify hot spots and workload issues.

· Automated Performance measures are collected and compared against the baseline.
4 Schedule

The EIM Strategic Plan will be implemented over three years in time for the PDD-63 legislative mandate.

· During FY 2000, planning will be completed for EIM for the three-year period.  The focus will be on security infrastructure.  Work will proceed on identifying the enterprise framework and selecting the recommended standards and tools for the HHS architecture.  Security requirements for PDD 63 will be identified.  A framework enterprise license will be purchased, and pilot testing will be performed with the Inventory and Software Distribution modules.  Other tools for network management, security, and distributed monitoring will be purchased and installed.  These include Lightweight Directory Access Protocol (LDAP) and Public Key Infrastructure (PKI).  By the end of the year, the pilot Framework, Inventory and Software Distribution modules will be operational.  A plan for a National Operations Management Center will be completed.

· During FY 2001, work will continue on expanding the pilots into production across other designated OPDIVs.  Standard Operating Procedures (SOPs) and Service Level Agreements (SLAs) will be defined for each customer and business requirement.  These SOPs and SLAs will be converted into performance measures that will then be scripted into rules-based system and network event management using the framework enterprise consoles modules.  Upon successful testing, authentication, user administration and security modules will be expanded.  The National Operations Management Center will be built and staffed by representatives from each OPDIV.

· During FY 2002, full implementation of EIM across all OPDIVs will be completed.  This includes real-time security, electronic procurement, asset management, configuration management, event management, change management, problem management, performance and availability, knowledge management, storage management and disaster recovery.  Integration of systems and network management continues with further development of the enterprise console rules base.  Testing of the User Administration and Security modules will be completed and the single sign-on and single password capabilities will be established on an enterprise level.

The HHS Strategic Plan presents the HHS’ goals and strategies for the next few years.  This Strategic Plan for EIM has been developed to align the strategies, plans, and activities of EIM with the Strategic Plan for the HHS. 

5 Return on Investment

In accordance with the Clinger-Cohen Act, a preliminary cost/benefit analysis was conducted to determine if it is financially acceptable to engage in implementing EIM.  Quantifiable EIM benefits were estimated using the GartnerGroup’s Total Cost of Ownership (TCO) model.  This model looks at how implementing best IT practices affects the comprehensive and enterprise-wide cost of providing technology-related services to an organization.  When provided certain basic data about the organization, its end users, IT assets, and IT processes, for both a current and target state, the model predicts the TCO for the current environment (i.e., status quo) and a target environment.

Hardware, software, and communications costs are analyzed in the TCO model as well as the costs of managing the computing environment (e.g., network management, storage management, systems management), supporting that environment (e.g., help desk, installations, training), and development-related costs.  In addition, less commonly identified “costs” of technology are included in the model.  These are end user IS costs and downtime.  Both of these costs are related to the productivity of the work force.

End user IS costs include the time end users spend managing, supporting, and developing their own technical environments (e.g., dealing with the help desk, training, personal software configuration and / installation, peer support).  Downtime is calculated in terms of end user labor.  It is the time wasted due to various down time experiences (with applications, systems, hardware, etc.).

In order for this model to deliver on its promise to comprehensively analyze the impacts of IT initiatives and their related IT process improvements, it must first prove relevant to the HHS business and computing environment.  Of course, the model must also contain reasonable assumptions, proper algorithms, and be driven by accurate data.  The next two paragraphs address these concerns.

5.1 Relevance of the GartnerGroup TCO Model to HHS

The GartnerGroup TCO model is built upon a database of IT costs gathered from private industry, non-profit and health organizations, and Federal Government agencies.  Users simply select the relevant business sector database for their organization.  Thus, the GartnerGroup TCO model allows HHS to analyze benefits from IT implementations using a database of costs and benefits compiled from other Federal agencies.  This puts the model ahead of many that contain only data from private companies, or those built simply from a composite of various sectors.  The cost and benefit outputs of a model using a Federal agency database are likely to be highly relevant to the HHS.

The model is relevant to HHS also by virtue of the fact that the data required to run the model are generally available and easy to derive.  For example, some benefit models require users to input an initial or baseline metric such as downtime, cost, or current level of satisfaction.  Lacking such data, the output from such models cannot be regarded as highly relevant or accurate.  The GartnerGroup model, however, requires only basic information about an organization such as its sector designation, number of end users, total budget, and its IT assets (e.g., number of Tier 3 workstations and Tier 2 midrange server platforms, type of operating systems, and various peripheral data).  The final input to the model is not data at all, but rather subjective assessments of various IT practices.  While better data can be collected to refine output from the model, HHS was able to extract a limited set of data from the OMB 300B submissions and OPDIV strategic plans to use to run the model.

5.2 The GartnerGroup TCO Model is Built on Solid Assumptions

The IT best practice assessments are the heart of the GartnerGroup model and make it a valuable predictor of benefits.  For a given asset (e.g., an NT server), there are standard cost of ownership factors for the various cost elements: hardware /software, communications, management, support services, development, end user IS costs, and downtime.  These costs are affected by the number of end users, the types of end users, the number of assets in question, the overall complexity of the computing environment, and assumptions about the IT practices employed.  However, it is the manipulation of the IT best practices that allows users to evaluate the impacts of various technical and process improvements.

For example, an organization may be considering implementing state-of-the-art virus protection policies, procedures, and software across the enterprise.  Suppose the agency does not currently perform virus protection in any coordinated, documented, or repeatable fashion, but some attempt at virus protection (e.g., stand-alone virus checking software, local policies and procedures, etc.) is made throughout the organization.  Given that the organization can populate the basic user and asset data needed for the model, an assessment of the impact of the proposed investment can be made.

The TCO model includes 22 best practices, as documented and defined by the GartnerGroup, that represent a mix of technology improvements, process improvements, and people improvements.  For example, one technology improvement is automatic virus detection on desktops and servers, which applies directly to the initiative.  In the current environment, the scope of implementation for this practice is 100% (i.e., performed throughout the enterprise), but the level of implementation is basic (i.e., could be improved).  For each best practice, there is a description of a basic, medium, and advanced implementation.  Based on the advanced description of the virus detection best practice, and an analysis of the proposed virus detection initiative, a level of advanced implementation is determined for this practice in the target environment.

The model then calculates the TCO effects of improving this practice according to the asset and user data provided.  The TCO results are calculated for both the current and target environments, broken down by major cost category and then by sub-category.  For labor elements, both costs and hours are shown.  In addition, various metrics such as number of employees per help desk full time equivalent (FTE), and average annual down time per employee are calculated for the status quo and target environments.

5.3 TCO Benefits

The preliminary TCO benefits calculated by the GartnerGroup TCO model indicate a positive return on investment (ROI).  With an implementation rollout schedule of three years for 65,000 workstation, the projected ROI break-even point is less than 14 months with $50 million saving and avoidance over the three years.

Appendix A: Defaced Federal Web Sites from Oct 20, 1999-Dec 4, 1999

	October 20, 1999
	Army Reserve Command

	October 23, 1999
	White Sands Missile Range

	October 24, 1999
	Army Dental Care System 

	
	Navy Management System Support Office 

	October 25, 1999
	No. 2 Substance Abuse and Mental Health Services Administration

	
	Department of Veterans Affairs

	October 26, 1999
	Energy Department, Richland

	
	Energy Department, Office of Procurement and Assistance Management 

	
	Jet Propulsion Laboratory, Acquisition Division 

	
	Neighborhood Environmental Watch NETwork 

	
	Andersen Air Force Base

	
	Navy Coastal Systems Center

	
	Program Executive Office, Aviation Redstone Arsenal

	October 27, 1999
	Federal Mediation and Conciliation Service

	
	U.S. International Trade Commission

	
	Army/STARS Fort Monmouth 

	
	No. 2 Army Reserve Command 

	
	Commander, Helicopter Tactical Wing, U.S. Atlantic Fleet

	
	Naval Surface Warfare Center, Carderock Division 

	
	Commander Submarine Force U.S. Pacific Fleet 

	
	Defense Information School 

	
	Marine Corps Base, Hawaii 

	
	Naval Security Group Activity, Pensacola 

	
	Army Management Staff College

	
	

	October 28, 1999
	Minerals Management Service 

	
	Naval Computer and Telecom Station Far East, Japan 

	
	Naval Submarine Base, San Diego 

	
	Marine Corps University

	October 29, 1999
	Office of Personnel Management 

	
	No. 2 Minerals Management Service 

	
	Marine Corps Air Station, Beaufort, S.C. 

	
	Lackland Air Force Base

	October 30, 1999
	Office of Civilian Radioactive Waste Management 

	
	Space Shuttle Flight Tracker, Johnson Space Center 

	
	Naval Reserve Maintenance Facility Ingleside, Texas 

	
	Fleet Technical Support Centers, Pacific 

	
	Shore Intermediate Maintenance Activity, San Diego 

	October 31, 1999
	Defense Information Systems Agency

	
	Commander, U.S. Naval Activities, United Kingdom

	November 1, 1999
	 Energy Department 

	
	Naval Facilities Engineering Command Headquarters 

	
	NAWCAD, Webster Field 

	
	Marine Corps Air Station, Iwakuni, Japan 

	
	AEGIS Training and Readiness Center Detachment

	November 2, 1999
	 Rural Empowerment Zones and Enterprise Communities, USDA and HUD 

	
	Federal Occupational Health, HHS

	
	Defense Commissary Agency

	
	Navy Electronic Commerce home page

	
	Navy Environmental Health Center

	November 3, 1999
	 National Institute on Alcohol Abuse and Alcoholism

	
	USDA Rural Development

	
	U.S. Tax Court

	
	Naval Medical Research Institute

	November 4, 1999
	 Energy Systems Division, Argonne National Labs

	
	Solid State Theory Group, National Renewable Energy Laboratory

	November 5, 1999
	 Naval School of Health Sciences

	November 6, 1999
	 Office of Small and Disadvantaged Business Utilization, DOT

	
	U.S. European Command

	November 7, 1999
	 Overseas Private Investment Corporation

	
	U.S. Geological Survey Monitoring Station

	November 8, 1999
	 Pension Benefit Guaranty Corporation

	November 9, 1999
	 Department of Veterans Affairs

	
	Picatinny Arsenal

	
	U.S. Army Records Management and Declassification Agency

	
	Devens Reserve Forces Training Area

	November 11, 1999
	 NASA JPL Collaborative Engineering 

	
	NASA JPL Airborne Imaging Radar, Synthetic Aperture Radar

	
	ROTC, 2nd Region Headquarters, Fort Knox 

	
	Army Aeromedical Center 

	November 13, 1999
	 No. 2 Earth Observing-1, Goddard Space Flight Center

	November 14, 1999
	 Chemical Weapons Convention

	
	National Telecommunications and Information Administration

	November 16, 1999
	 Office of Personnel Management

	November 17, 1999
	 Boubakar, National Institutes of Health 

	
	NASA Astromaterials Curation site

	
	Senate teleconferencing server 

	November 18, 1999
	 NIH, Division of Computer Research and Technology 

	
	Energy Department, Ohio Field Office 

	
	U.S. Postal Service Office of the Inspector General 

	
	NOAA Oceanic and Atmospheric Research HQ 

	
	NIH Research Contracts and Acquisition Branch 

	
	FAA Airworthiness Assurance R & D Branch 

	November 19, 1999
	 Federal Aviation Administration Registry 

	
	FAA Air Traffic Services Year 2000 site

	November 20, 1999
	 NOAA

	
	Joint Readiness Training Center and Fort Polk 

	November 21, 1999
	 No. 2 Solid State Theory Group, National Renewable Energy Laboratory 

	
	FAA CAS

	November 22, 1999
	 Defense Contract Management Center East, DLA 

	November 23, 1999
	 GSFC International Program 

	
	Bureau of Land Management National Training Center 

	
	Defense Contracts Audit Agency

	November 24, 1999
	 Bureau of Land Management National Training Center 

	November 25, 1999
	 Information Technology Investment Portfolio System 

	November 26, 1999
	 National Referral Agency for NASA Programmers

	
	Missile Interaction Service Research 

	November 28, 1999
	 No. 2 NASA JPL Acquisition Division 

	December 4, 1999
	Architect of the Capitol

	
	Civilian Personnel Operations Center Management Agency 

	
	Navy Computer and Telecommunications Station, Jacksonville, Fla. 
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