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Concerns Raised Over

Medical Records Confidentiality 

WASHINGTON, D.C. – In testimony here today before the House Commerce  Subcommittee on Health and the Environment, Montana Insurance Commissioner Mark O’Keefe addressed the need for Congress to clarify the scope of any federal health information privacy legislation. 

As required by the Health Insurance Portability and Accountability Act (HIPAA), Congress must enact privacy legislation by August 21 or the Secretary of Health and Human Services will issue regulations.  O’Keefe testified on the need to establish a minimum federal standard.

“There are several reasons a federal floor is necessary.  State law in this area did not develop cleanly,” said O’Keefe.  “As far as we know, no state has enacted one health information privacy law that covers all aspects of health privacy.  Rather, a state enacts a privacy provision when dealing with school records, another privacy provision is added to hospital records, a third for public health, etc., etc., etc.  Completely preempting all state privacy laws may preempt many of these laws that are not covered by the new federal standard leaving millions of consumers with fewer protections than before.”

O’Keefe  said health information privacy covers a wide variety of subjects, from mental health and HIV to substance abuse and battered spouses.  According to O’Keefe, preempting all state law could have the unintended consequences of leaving millions of consumers with few protections instead of more.

“Additionally, if states are completely preempted in this area, they will not be able to respond to changes in technology or changes in the way health information is used in the future,” O’Keefe remarked.  “State can identify problems and respond much more quickly than the federal government can.”

O’Keefe also testified that states should not be preempted because of the enforcement issue.  While the federal bills all include criminal sanctions for those who “knowingly and intentionally” disclose protect health information, O’Keefe said it is unlikely that very many prosecutions would take place at the federal level.  

“States have a much bigger stick,” said O’Keefe.  “Insurers, and others such as hospitals and providers who hold protected health information, are licensed by the state.  For repeated violations those licenses can be revoked.  This forces the entity involved to change their business practice to conform with the law.  Total preemption takes away this stick.”

O’Keefe urged members of Congress to recognize the importance of existing state law addressing the use of health information.  

“Congress should not take a ‘broad-brush’ approach to preemption that would unintentionally take away consumer protections at the state level,” said O’Keefe.  “Congress should also recognize that states already have an efficient enforcement system in place.”

The NAIC is located on the World Wide Web at www.naic.org.  It is the nation's oldest association of state government officials, consisting of insurance regulators from the 50 states, the District of Columbia, and four U.S. territories.
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