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Introduction

Good morning.  My name is Kathleen Sebelius.  I am the elected Insurance Commissioner for the State of Kansas, and the Vice President of the National Association of Insurance Commissioners (NAIC).  I also chair the NAIC Privacy Issues Working Group, which has devoted much time and energy to the subject before us today. 

I am delighted to be here today to discuss consumer privacy.  As you know, the privacy issue is very complex, with many competing interests and concerns across the spectrum of interested parties.  Many in the industry view this effort as a “litmus test” of the viability of the continued functional regulation of insurance by the states.  This is especially important for state legislators and insurance regulators to consider because Congress established the privacy rules for banks and securities in the Gramm-Leach-Bliley Act (GLBA), leaving to the states the responsibility of crafting and implementing appropriate rules with respect to insurers. 

Although GLBA specifically calls on state insurance regulators to enact regulations to enforce its privacy provisions, state legislators have a critical role in this process, as well.  In the past year, privacy legislation has been introduced in more than half of the state legislatures.  In addition, because many state insurance regulators do not have statutory authority to promulgate the regulations required by GLBA, in the coming year many commissioners will be looking to you to enact legislation authorizing privacy regulations. This is an important test for the states, and it is one that the state legislators and state regulators, working together, can pass with flying colors.

Today, I plan to address three issues:  first, I will briefly address the NAIC’s history in the area of consumer privacy; second, I will talk about our recently-approved model regulation and the process that led to its adoption by the full NAIC membership earlier this week; and finally, I will explain why I believe that our model regulation, which enjoys broad-based support from consumers and industry, is an excellent model for state legislators to use to implement GLBA and protect insurance consumers.

NAIC Consumer Privacy Efforts:

Protecting the privacy of insurance consumers is an important area where the states and the NAIC are 20 years ahead of Congress.  In 1980, the NAIC adopted the Insurance Information and Privacy Protection Model Act.  This model act gives insurance consumers far more significant privacy rights than those in GLBA.  It applies to all insurance information and generally requires insurers to receive authorization from individuals (“opt-in”) prior to disclosing personal information.

Our records indicate that 17 states have adopted all or part of the 1980 model act.  In those states, consumers have a high level of privacy protection, and insurance providers are complying without problems, as far as we know.  We believe state laws based on the model act are more protective of consumer privacy than GLBA, which means they will remain in force under GLBA’s section 507.

In September 1998, the NAIC continued its efforts to strengthen protections for personal information by adopting a new model focused solely on health information.  The Health Information Privacy Model Act was developed following an extensive, four-year dialogue with all stakeholders, including representatives of the insurance and managed care industries, and representatives from the provider and consumer communities.  

The health model act applies to all insurance carriers and was developed to assist the states in drafting uniform standards for ensuring the privacy of health information.  Like the more general 1980 model act, the health information model act generally requires an entity to obtain an authorization from the individual prior to collection, use or disclosure of protected health information.  

When the health privacy model was completed, most states believed that congressional action on national privacy standards was imminent, given an August 1999 deadline imposed in the Health Insurance Portability and Accountability Act (HIPAA).  Congress failed to meet that deadline and triggered the promulgation of privacy regulations by the Department of Health and Human Services (HHS), which are currently in the process of being finalized.

Although the health information model act has not been enacted in the states, we expect that it will receive consideration as public attention becomes more focused on consumer privacy as a result of implementation of GLBA and promulgation of medical privacy rules by HHS pursuant to HIPAA.

NAIC Privacy of Consumer Financial and Health Information Model Regulation

Background – Activities of the NAIC Privacy Issues Working Group:

Since enactment of GLBA, the NAIC’s Privacy Issues Working Group has moved swiftly to construct a model state insurance consumer privacy regulation that will serve as guidance for states that do not presently have rules that satisfy GLBA’s privacy provisions.  The purpose of these regulations is to help state insurance authorities comply with the minimum requirements of GLBA quickly, while NAIC considers how to achieve stronger privacy protections across-the-board for all consumers of financial services, including insurance.

The Working Group started its process in February 2000 by publicly requesting comments from interested parties regarding how the NAIC should implement the privacy provisions in GLBA.  After evaluating the many comment letters from consumers, industry and others, and considering public testimony at the NAIC’s March National Meeting and a special meeting in May, the Working Group directed NAIC staff to prepare a working draft of privacy regulations incorporating the preliminary views of members.

An initial staff draft of the model privacy regulations was circulated publicly for comment in early June, and was discussed by the Working Group at the NAIC Summer National Meeting later that month.  Public witnesses commented on the draft regulations at the June meeting and submitted written comments, as well.  

The draft was revised to incorporate the views of the Working Group and to address the concerns of interested parties, where appropriate.  A second draft of the regulation was distributed to members and the public in late July, and was discussed by the Working Group at interim meetings in late August.  Again, public witnesses commented on the draft at the meeting, and written comments were accepted.

Following the August meetings, the regulation was again revised and a third draft was distributed to the Working Group and interested parties for comment.  On September 10, at the NAIC Fall National Meeting in Dallas, final public comments were received by the Working Group.  A fourth draft of the regulation was distributed, and on September 12, after adopting several technical changes, the Working Group approved the model regulation.

On September 26, the full NAIC membership approved the model regulation without opposition.  The model now moves to the states for consideration and adoption.

During the course of the Working Group’s consideration of the model regulation, we consulted with NCOIL leadership to on several occasions to inform you of our plans with respect to privacy, as well as other pressing modernization issues, and to discuss our progress.  President Clare Farragher and President-elect Terry Parke have graciously attended several of our national meetings and expressed support for our efforts.

As you can see, our process has been very open, allowing multiple opportunities for interested parties to comment and make their views known on the several drafts of the regulation exposed by the Working Group.  We listened to interested parties and made significant changes in response to their concerns.  The result is an excellent product that has the stated support of consumers and industry alike.

Model Regulation Tracks the Federal Regulations and Protects Health Information:


Protection of Nonpublic Personal Financial Information:

In drafting the model regulation, the goal of the Working Group was to strike a good overall balance between achieving uniformity with the federal privacy rules for financial information, which were issued in final form in late May, and adequately protecting personal health information more commonly associated with insurance products.

The financial portion of the model regulation tracks the GLBA privacy regulations promulgated by the federal banking agencies.  Although changes were made to make the regulation relevant in the insurance regulatory context, the basic structure established in GLBA and the federal regulations is intact:  entities and persons licensed to engage in insurance activities must provide notices describing their privacy policies to their consumers and customers, and provide consumers and customers with the opportunity to prohibit (“opt out”) of the sharing of nonpublic personal information with nonaffiliated third parties.  Disclosure among affiliated entities is not restricted.  

In addition, the NAIC regulation tracks the November 13, 2000 effective date and July 1, 2001 compliance deadline set forth in the federal regulations.


Protection of Nonpublic Personal Health Information:

We included health information protections in the model regulation for two reasons:  

(i) the federal banking agencies included health information in their examples of the types of information that could be protected by their regulations, thus subjecting such information to the opt out standard for nonaffiliated third parties, and permitting the sharing of such information freely among affiliates; and 

(ii) insurance providers collect much greater amounts of health information than other financial services providers.  In the new world created by GLBA, banks, securities firms and insurers can affiliate with each other, and the insurance entities will be bringing a great deal of consumer health information to those relationships.  

The argument in favor of including privacy protections for consumer health information in our model regulation was made even stronger by activity on Capitol Hill this year.  Not only did the Clinton administration sponsor legislation that includes health privacy protections, but Congressman Jim Leach – sponsor of the Gramm-Leach-Bliley Act –introduced legislation that amends his own bill in order to protect consumer health information.  Congressman Leach’s bill was approved by the House Banking Committee and is currently pending in the House Commerce Committee.  The Leach bill recognizes that health information should be subject to greater privacy protections than financial information, and requires explicit authorization for the sharing of such information.

In light of these facts, NAIC members believe it is critical that there be a uniform standard for the protection of consumer health information and that the standard be more protective of consumer health information than the protections provided for financial information.  Therefore, in the model regulation, we treat health information differently from financial information by including enhanced protections for such information in accordance with our previously adopted policy standards (as evidenced by existing model laws).

The health information provisions of the model regulation are based on suggestions from interested parties.  The regulation requires the consumer’s consent prior to any disclosure of protected health information (“opt in”), but provides numerous specific exceptions to the general rule to allow insurers to carry on their day-to-day business operations.  Insurers are not required to provide privacy notices with respect to health information.
The health provisions of the model regulation will not apply to insurers who are in compliance with the health information privacy regulations promulgated by the Department of Health and Human Services (HHS) pursuant to the Health Information Portability and Accountability Act (HIPAA).  The HHS regulations are expected to be issued in final form in the next several weeks, but will not be effective for two years after the issue date.


Areas of Controversy:

In translating the federal statute and regulations to apply to insurance, the Working Group grappled with two issues that led to much debate:

1. Our members believe the definition of “consumer” under the federal regulations is too narrow to apply to all the types of individuals whose personal information needs protection in the insurance context.  Therefore, in the NAIC model regulation, “consumers” include not only individuals who have a direct relationship with the licensee, but also other individuals such as claimants, beneficiaries, and persons entitled to coverage under group plans, employee benefit plans, and workers’ compensation plans.

You might hear from industry representatives that protecting the personal information of such individuals is beyond the scope of GLBA because GLBA does not apply to commercial policies.  Frankly, this argument does not survive scrutiny.  GLBA is a banking bill that was written in banking language.  It talks about “products or services used primarily for personal, family or household purposes.”  In interpreting this phrase – and the rest of GLBA – state regulators had to make the statutory language fit the business of insurance and insurance regulation.  We determined that all individuals who use insurance products or services primarily for personal, family or household purposes – including claimants and beneficiaries – should receive the same privacy protections as traditional consumers who have direct relationships with licensees.  They should not be treated differently simply because they receive their insurance benefit through a policy held by another person or a commercial enterprise.  

In response to the concerns of industry, however, our regulation makes clear that these individuals are only considered consumers if a licensee wishes to share their information with nonaffiliated third parties.  Absent such disclosure, licensees are not required to take any action.

In addition, even if industry is correct that this provision goes beyond the scope of GLBA, section 507 of the act permits the states to enact laws and regulations that are more protective of consumer privacy than GLBA.  Protecting the privacy of insurance claimants, beneficiaries and others falls squarely within the meaning of this provision.

2. As I have mentioned, because insurance providers collect much greater amounts of health information than banks, the NAIC has included separate provisions in the model regulation protecting personal health information.  These provisions give health information a higher level of privacy protection than financial information receives under GLBA. 

Some industry representatives have argued that protection of consumer health information has no place in the regulations because it goes beyond the scope of GLBA.  Once again, this argument does not survive scrutiny.  Section 507 clearly contemplates states enacting laws and regulations that are more protective than GLBA.  In addition, because insurance is regulated by the states, logic dictates that the state insurance regulators – not the federal banking or securities regulators – are the appropriate parties to issue such regulations.  

Industry representatives raised numerous concerns about the health information provisions of the model regulation, concerns that the Working Group addressed in each draft of the model: 

· In response to the claim that the health privacy provisions were too cumbersome and impossible to comply with in a short time frame, we streamlined the regulation so that it merely requires insurers to get a consumer’s permission before sharing protected health information.  There are no on-going notice requirements.

· In response to the claim that the health privacy provisions would prevent insurers from engaging in legitimate business practices, we included extensive exceptions to the general opt in rule so that legitimate insurance functions are unimpeded.  By the way, both the general opt in rule and the exceptions are based on language suggested by industry representatives.

· In response to the claims that the health privacy provisions would lead to conflicts with the HHS health information privacy regulations and dual compliance problems, we exempted from the provision insurers that are complying with the HHS regulations.  Thus, there can never be conflicts or dual compliance problems and such concerns are unfounded.

Industry also raised concerns with which we simply disagreed:

· Industry claimed that health information protections should apply only to the sharing of information with nonaffiliated third parties for marketing purposes.  NAIC members believe that because of the convergence of financial services industries permitted under GLBA, it is critical that consumers have the right to protect their sensitive health information from disclosure to affiliates and non-affiliates alike.  

In addition, we do not believe that health information protections should be limited to marketing disclosures.  The default rule should be protection of consumer health information across the board.  If industry wishes to share such information, they must have a legitimate reason for doing so or get the consumer’s permission.  Our model regulation includes an extensive list of exceptions that allow licensees to share information without consumer consent.  When we repeatedly asked for specific suggestions for additional exceptions, the response from industry was that they are not sure what they want to do with consumer health information in the future.  Because they wanted to keep their options open, they argued that the regulation should only address marketing.

· Finally, industry claimed that the states do not need to act to protect health information because HHS is scheduled to issue health privacy regulations this fall.  Our members strongly believe that it is not in the best interests of consumers or the states to wait until the federal government takes action in this area.  It is likely that the HHS regulations will not become effective until late 2002, nearly 18 months after the compliance date for the GLBA regulations.  State insurance commissioners believe the time to protect consumer health information is now, especially in light of the new financial services structures that are permitted under GLBA.

Because of our open process, and our willingness to compromise and understand the views of all interested parties, I am proud to say that by the time the model regulation was adopted earlier this week, we had broad support for our approach to protecting consumer health privacy.  With the exception of some of the health insurance trade groups, we have had strong indications from consumers and industry that they will support our model.

The NCOIL Model Act and the NAIC Model Regulation Can Work Together to Protect Consumer Privacy

We have reviewed your proposed “Financial Information Privacy Protection Act,” and are pleased that it is similar in many respects to our model regulation and to the federal privacy rules.  As I mentioned at the beginning of my remarks, in many states, legislation will be required in order for the insurance regulator to fulfill his or her responsibilities to promulgate privacy regulations under GLBA.  With some simple changes, your model act could easily become the necessary authorization vehicle. 

There are two general changes that we recommend you make to your model act:

· Change the definition of consumer so that it is similar to our definition and includes claimants, beneficiaries and other individuals who do not have a direct relationship with the licensee but whose information the licensee wishes to disclose.

· Expand the health information protections to apply to affiliates and non-affiliates alike, and apply the protections across the board to all disclosures of health information, not just marketing disclosures.

With these changes, the model act and model regulation will be consistent with each other, increasing the likelihood that uniform privacy protections will be enacted across the states.  In addition, the resulting state rules will be consistent with the federal privacy rules, providing another level of uniformity that will ensure that the insurance industry is not at a disadvantage to their banking and securities competitors.  I think you will agree that uniformity among the states and with the federal government is a worthy goal that is beneficial to consumers and industry alike.

Finally, and probably most importantly, consistent legislation and regulations based on the NAIC model will provide consumers with the privacy protections they deserve, while preserving industry’s ability to conduct the business of insurance.  As you will hear today, and in the coming weeks, our model regulation enjoys broad support across the industry and from consumer groups who recognize that the NAIC model regulation is good for all parties.  We have received expressions of support for our model regulation from AARP, the Consumer Federation of America, the AFL-CIO, the American Insurance Association (AIA), the American Council of Life Insurers (ACLI), the Independent Insurance Agents of America (IIAA), the Council of Insurance Agents and Brokers (CIAB), the National Association of Insurance and Financial Advisers (NAIFA) and the National Association of Professional Insurance Agents (PIA).

Armed with your legislation authorizing us to promulgate our regulation, and with the support of this broad cross sector of interested parties, the states will make a strong statement that functional regulation of insurance can work to effectively protect consumers and provide the fair and uniform regulations that industry needs to remain competitive in a changing financial services marketplace.

I look forward to continuing to work with you on this important endeavor.  Thank you.
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