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DR. VEST:  Thank you, Bob, and good morning. Six years ago, I commented on these very issues in my Commencement Address at MIT.  At that time I said: “America has always been a nation of immigrants. It has always been a land of opportunity. These statements perhaps sound quaint and old fashioned, but they are true and we need to retain their spirit.

“MIT, and indeed America, benefited from being open to those from other countries. How wise has been our tradition of selecting and advancing people on the basis of their talent and accomplishment rather than their wealth or nationality.

It is an ongoing fact that the excellence of our institutions is due in very large measure to our openness to international scholars. MIT faculty who have received Nobel prizes in recent years include individuals born in Japan, India, Italy, Germany and Mexico.

Our provost was born in Israel. We have deans who were born in Canada and Australia. Almost all of them came to the US as graduate students. Openness and meritocracy are what have made our universities great and we must continue that spirit and philosophy in our national endeavors.”

The context of those remarks was that our manufacturing industries were under assault from the Japanese. Once again we were seeing a lot of not-very-well-thought-out attempts to limit the access to our universities – in the belief that people were going to take our technologies and our knowledge, commercialize them and use them against us.

I think the question before the House today, writ large, is: Can I make that same set of remarks this year at Commencement, or have things changed in a more fundamental way? 

I think I should have subtitled my remarks A Simplistic Discussion of Access to Scientific Information and Materials. I apologize for its lack of depth. I am here today more to learn from the rest of you than to give you profound insights, as much as I would like to be able to do that.

Now, we have a tension between concerns for openness and security. I think all of us share a deep and longstanding set of values about openness in science and education, but at the same time I very much believe (as all of our previous speakers have said today) that we have an obligation to critically test these values and their implications in light of the catastrophic terrorist attacks on our nation.

Now, all of us in universities, and probably most of the other organizations represented in the room this morning, feel ourselves pushed and pulled in opposite directions.  We all are working within larger trends such as globalization in virtually every dimension of what we do.  And the wonderful openness that the World Wide Web has granted pull us outward. 

At the same time, we are being pushed back inward by at least two things: one a larger set of issues around export control that many of you in this room are very knowledgeable and concerned about, and since September 11, a very dramatic inward push stimulated by the terrorist attacks.

Secrecy is a topic that people have very strong views about. Let me give you a couple of quotes to illustrate the point.  The first is from Senator Moynihan in his 1998 book on secrecy. His closing sentence is "A case can be made that secrecy is for losers."

And then there was Edward Teller in 1987: "Secrecy is not compatible with science, but it is even less compatible with democratic procedure."

On the other hand, looking back a bit, Norbert Weiner once wrote, "To disseminate information about a weapon is to make it practically certain that it will be used."  I think those statements frame the two ends of the spectrum of views about secrecy.

Now, the topic I was asked to help start us off about has to do with openness of scientific information and materials. To take a very elementary, or perhaps even simplistic view, these appear to be very different topics.

Scientific information, knowledge, and education are things in which restriction is rarely even feasible or desirable, and I use the word "rarely" advisedly. 

With scientific materials, on the other hand, I think that certain restrictions may be both feasible and desirable for a number of reasons, including but certainly not exclusively, avoiding terrorism.

To date, as has been noted, the large-scale terrorist activities that we all are painfully aware of have been very low tech.  The mechanism or knowledge bases that have been involved in things like truck bombs, the commandeering of commercial aircraft, credit card fraud in financing, may be organizationally sophisticated, but not from a technical point of view. 

Materials have been things like fertilizer and diesel fuel. Looking to Japan it is my understanding that off-the-shelf chemicals can be used to produce agents like sarin. Of course terrorism could be of very high technological content, such as nuclear weapons and missiles.

The information needed to achieve these things is very detailed and is accumulated, I am sure, by nations or organizations over a long period of years. The materials are maximally secured but, as we know, things like fissionable materials do in fact leak around the international system and can be obtained with sufficient time and effort and finance.

Cyber terrorism is another matter. It seems to me that the information required to be a cyber terrorist is rather sophisticated by most people's definition, but is readily available basically to any member of the international hacker culture. The materials are, of course, more or less readily available and basically unstoppable, namely, computer systems that allow someone to get onto the network to wreak havoc.

With regard to bioterrorism, I would assume that most of the materials are more or less readily available, although sophisticated facilities may be needed for their processing and handling. In this case, I think we would all agree that the requisite materials should be minimized in amounts and should be held quite securely.

So, what are the risks about scientific knowledge and information and education? I have set forth a framework that may be a bit of an overstatement, but just to start thinking about this I tried to place things into categories of “serious”, more or less “modest”, and “minor to non-existent”.

Serious risks surely must include the know-how that is relevant to construction and deployment of sophisticated military-scale weapons systems. As I have talked to people, I keep hearing this term "know-how" as being much more important than just the fundamental information that probably is quite readily available today in forms ranging from textbooks to information available on the World Wide Web.

Things that I would assume to be modest risks at best would be matters that get dealt with in academic engineering research in our institutions. People can argue back and forth about that, but I think if anything, the risk is quite modest. And information or knowledge that presents minor to non-existent risks, in my opinion, are basic scientific research and education.

So, if this way of parsing these topics is anywhere close to accurate, it seems to me that, as a starting point, we should continue to apply our formal system of classification to the serious know-how for building sophisticated large-scale weapons systems and so forth. But the other two areas, academic engineering research and basic science research tend to run somewhere from ‘no obvious action needed’ to ‘we need do nothing’. I do believe, however, that we should pay a lot of attention to the way in which, in our own individual laboratories, we work to create a culture, an ongoing dialogue and a spirit of teamwork that leaves no loners in any areas, but especially those that might pose at least some potential danger. That culture of working together, which we need for lots of other reasons, helps guard against individual loners who might have unpleasant ideas in their heads.

Now, what about risk via access to materials, at least in an academic context? We must, and do, treat as absolutely serious the question of access to dangerous pathogens, and pay at least modest attention to potentially dangerous chemicals. I will come back to that point in a moment. Access to traditional explosive chemicals in laboratory quantities is not at the top of our list of things that we need to be on guard about, beyond normal security. 

Again, if this rather simple framework has some validity, it seems to me that we need to work together both locally and globally to restrict access to maintain the smallest possible inventories, and to monitor and track very carefully things like dangerous pathogens. The same thing would apply to other dangerous chemicals. It may be hard to do, but this is an area where we have to increase our efforts.

For traditional chemicals in laboratory quantities, it seems to me the primary thing to do is keep inventories as small as possible – which we tend to do for other reasons, including general safety, prevention of environmental hazards and so forth.

Now, viewing risk reduction more generally with regard to knowledge, information, education. What should we do about openness versus security? 

As a nation, we should maintain a sound and clear classification system for truly dangerous information. We should, in some sense, go back to basics on this and work together with the federal agencies to get rid of this fuzzily defined ‘sensitive but unclassified’ category, draw distinct boundaries, understand the rules of classification and apply them impartially and objectively.

We surely do have a responsibility in our universities to educate our student researchers and I might say the technician community as well about security.  My own view is that in an academic context we should wrap this together with health, safety and environmental issues. They really are very closely related. If you win in one area you win in the others as well.

As I said earlier, we need to strengthen the sense of community and communication and working together in our laboratories in the context of health, safety, environment and security. I tend to believe that would go a long way.

As we will hear later today, I think the nation does have a responsibility to exercise more care in the granting of visas of all sorts, including the 2 percent that are student visas. I think that all of us in the university world should cooperate, and I believe are, cooperating, with the INS and the State Department to put in place an effective tracking system for non-immigrant students and visitors that tracks legitimately the so-called "directory information" that we have a responsibility to maintain.

In terms of materials, I said my piece.  We need to maintain strong local security in tracking and, above all, minimize inventories.

Now, again, at a very simple level I want to quickly examine two past matters to see if they have some relevant lessons for us. The first, which I have already alluded to, is this: In the 1980’s, universities were considered by many to be the sources of technology with which the Japanese would defeat us economically. 

Indeed, one well-known senator publicized a piece that is famous in my corner of the world called the Circle of Shame. This was a graphic showing the dome of MIT, with knowledge moving out via Japanese students and visitors going into their companies, coming back and being used to economically attack the United States.

The reality, in my opinion, is that during that period we, the US, probably learned more from the Japanese by studying how they went about designing manufacturing systems and management processes than they ever learned from us. In the end I, for one, believe that openness served us very well during this period, even though clearly it was quite asymmetric between the two countries.

 Now what about the Cold War itself?

The first lesson is, if you haven't noticed, we won. Clearly our technological superiority in the United States was absolutely essential to why and how we won. That technological superiority was driven by our research universities and our national laboratories, and if everybody in this room knows that those things and those institutions were developed in very large measure by immigrant scientists.

Hence, I believe that our open societies and institutions have proved to be superior, and that global communication and personal interaction were very important precipitating factors in ending the Cold War.

If I had one thing to say today, and I am pleased that everybody last night and today has said it in one way or another, it is that we must have a good partnership between government and academia. I also believe that it should be a three-way partnership including industry and the private sector, but today I want to focus on government and academia.

We must above all else work together to maintain US leadership in science, technology and health. I do believe, as Jack Marburger and others have already very articulately discussed this morning, that we do have to work together to understand the ways in which R&D and even education can combat terrorism both in the short term and in the long run.

As Bob said a little bit ago, we really need to make an effort – as difficult as it is – to understand the ratio of risks and benefits associated with some of the potential restrictions that are being discussed or considered or thought may arise over the coming weeks and months. 

And I do believe that, as a nation, we need to develop sensible guidelines for student visas and a workable tracking system for legitimate basic information about those who are granted entry to study in our institutions.

In summary, traditional American values of openness in education and basic research must in the end prevail. The transmission of know-how for complex weapons systems needs to be controlled by clearly understood classification. Dangerous biological chemical and nuclear materials should be strictly controlled and their amounts minimized, but in the end (despite the article in the New York Times yesterday), I believe that terrorism is bred at least in great measure by ignorance, by poverty, and by absolutism.

Education reduces ignorance, builds economic capacity, democratizes society and creates allies for our nation.

Science and technology fundamentally advance our health, our quality of life, our economy and our security. Openness fosters strong science and technology.

So, in closing I very much hope that the somewhat rhetorical words I read at the beginning of this brief talk are still things that I can fully believe in and fully implement as we go forward.

Thank you.

(Applause.)

